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cross reference to related applications 

Not Applicable 

STATEMENT REGARDING FEDERALLY SPONSORED RESEARCH 
Not Applicable or 

FIELD OF THE INVENTION 

This invention relates generally to network addressing, and in particular to anycast 
addressing used in Internet protocol version six (IPv6). 

BACKGROUND OF THE INVENTION 

Internet communication formats are governed by the Internet Engineering Task Force 
(IETF). Internet protocol (IP) version four (IPv4) has provided the basic communication 
mechanism of the global Internet since its inception in the 1970s. As is known, communication 
on the Internet is comprised of Internet datagrams contained within network packets, each 
datagram having a datagram header and a datagram data area. The datagram header includes a 
source IP address and a destination IP address, which in IPv4 are each thirty-two bits in length. 
IPv4 addresses include a "netid" and a "hostid," wherein the netid specifies a network and the 
hostid specifies a host, for example, an individual computer on the network. 

There are a variety of ways in which the destination address can be used. For example, 
in "unicast" addressing, the destination address directs the network packet to one destination. 
Therefore, unicast is a point-to-point communication. IPv4 also supports "multicast" 
addressing for which a datagram is directed to a selected group of recipient hosts, rather than to 
one host. Therefore, multicast is a point to multiple point communication. Multicast is used, 
for example, in sending video and audio streams simultaneously to a group of recipients. IPv4 
also supports "broadcast" addressing, for which a datagram is directed to all recipients 



connected to the network. The type of address, unicast, multicast, or broadcast, is identified by 
a few header bits near the beginning of the IPv4 packet header. 

Internet protocol version six (IPv6) was generated by the IETF in the mid 1990's. The 
5 generation of IPv6 was necessitated by a variety of factors. Notably, the extraordinary 

proliferation of networks and devices connected to the Internet has resulted in an anticipated 
shortcoming of available Internet addresses under the IPv4 32-bit addressing technique. 
Therefore, among many other changes, IPv6 adopted a 128-bit addressing technique. 

1 0 IPv6 retains unicast and multicast addressing and communication mechanisms 

associated with IPv4, but eliminates the broadcast capability. IPv6 also includes a new 
addressing referred to as "anycast." Anycast is an addressing intended to communicate to a 
nearest one of a designated group of anycast members. Each of the group of anycast members 
has the same anycast address. However, a communication to the anycast group is sent only to 

15 the nearest anycast member, as is described in more detail below. 

Request for Comments (RFC) 3513, or simply RFC3513, identifies the "anycast" 
address as an address that is assigned to more than one network interface, with the property that 
a data packet (i.e., a datagram) sent to an anycast address is routed to the "nearest" network 

2 0 interface having that address, according to a routing protocol's measure of distance. The nearest 

host can be determined in a variety of ways, for example, by a smallest number of router hops 
that a network packet must take to reach a selected member of the anycast group, or, for another 
example, by a smallest time delay associated with router port selections. 

25 In one particular embodiment, an anycast group can include servers having redundant 

data and functionality. When a host communicates to the anycast group of servers, the nearest 
server receives the network packet and responds accordingly. 

Currently (e.g., as specified in RFC3513), anycast addresses are allocated from the 

3 0 unicast address space. Thus, anycast addresses are syntactically indistinguishable from unicast 
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addresses. When a unicast address is assigned to more than one anycast group member, thus 
turning it into an anycast address, the member to which the address is assigned must be 
explicitly configured to know that it should recognize the anycast address. 



5 There are a variety of unresolved functional issues regarding anycast addressing. Some 

issues are discussed in an RFC 1 546. For example, a first network packet sent from a host to an 
anycast group of servers, using an anycast destination address, is received by one particular 
server of the anycast group of servers. However, if a second network packet is sent from the 
host to the anycast group of servers, using the anycast destination address, there is no guarantee 

1 0 that the second network packet will be received by the same server that received the first 

network packet. However, it may be desirable, in many instances, for the server that receives 
the second network packet and subsequent network packets to be the same server that received 
the first network packet. Issues such as this can be resolved in a variety of ways. For example, 
the server, upon receiving the first network packet, can respond with a unicast address, and the 

15 host and the server can thereafter communicate with unicast addressed packets. 

Not only are there remaining functional issues regarding anycast addressing, but the 
specific bit-level structure of the anycast address itself has not yet been defined. Use of an 
anycast address has certain advantages, including but not limited to, shorter routing paths and 
2 0 resulting faster communications between a host and an anycast member. However, IPv6 does 
not specify the full intended use of anycast addressing, does not resolve all of its functional 
issues, and does not specify its bit-level structure. 



It would, therefore, be desirable to overcome the aforesaid and other disadvantages, and 
25 to provide a system and method specifying the anycast bit-level address structure in a way 

capable of using anycast addressing, unicast addressing, and multicast addressing together on 
the same network. 



BRIEF DESCRIPTION OF THE DRAWINGS 
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The foregoing features of the invention, as well as the invention itself may be more fully 
understood from the following detailed description of the drawings, in which: 

FIG. 1 is a block diagram of an exemplary network having an anycast group; 

FIG. 2 is bit chart showing both a unicast network address and an anycast network 
5 address in accordance with the present invention; 

FIG. 3 is a chart showing routing tables used in conjunction with the anycast and unicast 
network addresses of FIG. 2; 

FIG. 4 is a flow chart showing a process of routing unicast and anycast network 
addresses; and 

1 0 FIG. 5 is a flow chart showing a process of generating a routing table having unicast and 

anycast addresses. 

DETAILED DESCRIPTION OF THE INVENTION 

Referring to FIG. 1, an exemplary network 10 includes a plurality of host computers 
15 12a-12h, for example, personal computers, interconnected via a plurality of routers 14a-14f. 

The network 10 can also include servers 16a- 16c also coupled to the network, which can be, for 
example, web servers, application servers, or database servers. Each router has two or more 
ports, here shown as four ports P1-P4 associated with each router 14a-14f. 

20 As is known, network communications include network packets containing network 

datagrams, each having a source address, a destination address, and user data. For IPv4, the 
source and destination addresses are each thirty-two bits long, and for IPv6, the source and 
destination addresses are each 128 bits long. The network packets travel along the network 10. 

25 Taking the router 14a as representative of each of the routers 14a-14f, the router 14a has 

four ports P1-P4 , which provide input/output connectivity to the network 10. The router 14a 
also includes a routing table, which is described more fully below in conjunction with FIG. 3. 
The routing table of the router 14a maps a destination network address contained in a network 
packet to a router port, for example one of the four ports P1-P4 associated with the router 14a. 

3 0 In this way, the destination of the network packet is identified in the routing table, and the 
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network packet is sent out a port identified in the routing table. Eventually, after one or more 
hops between the routers 14a-14f, the network packet finds its way to a host 12a-12h or to a 
server 16a- 16c having the destination address. 

An organization, for example a corporation, represented by the dashed oval 20, can have 
a dedicated router 14f, through which the host computers 12d-12h and the servers 16b, 16c are 
connected to the network 10. Hub 18a provides connectivity from a group of host computers 
12f-12h, to port P2 of the router 14f. 

An efficient routing of a network packet, which is performed in a small amount of time, 
tends to have a small number of hops between routers, and paths between the routers tend to be 
relatively fast. Alternatively, it will be recognized that an inefficient routing, which is 
performed in a larger amount of time, tends to have a larger number of hops between routers, 
and paths between the routers tend to be relatively slow. 

As is known, a conventional network packet contains a hop count corresponding to a 
number of hops between routers. If the hop count becomes large, for example thirty-one, the 
network packet is dropped, typically resulting in an error message returned to the sender. As is 
also know, a conventional router records variety of metrics associated with its ports. For 
example a router can record time delays associated with data output from each respective port. 

For conventional unicast addressing, a network packet is sent from a network host to a 
specific network destination identified by a destination unicast address. The network packet 
conventionally includes a unicast source address and a unicast destination address. The 
network destination can be, for example, a router, a server, or another host. Taking the host 
computer 12a as representative of a source of a network packet and the host computer 12d as 
representative of a destination of the network packet, the network packet can travel to the host 
computer 1 2d in a variety of ways. For example, the network packet can travel from the host 
computer 12a to the router 14a. The router 14a can find a destination address within the 
network packet in its routing table and can forward the message accordingly to the router 14b. 



Similarly, the router 14b can forward the network packet to the router 14c, which can forward 
the network packet to the router 14e, which can forward the network packet to the router 14d, 
which then delivers the network packet to the host computer 12d. Another path, requiring 
fewer router hops can be seen from the router 14a, to the router 14e, to the router 14d. 

5 

As described above, for anycast addressing, a network packet is sent from a network 
host to a closest member of an anycast group, each member of the anycast group having the 
same anycast destination address. The network packet can include, for example, a unicast 
source address and an anycast destination address. Taking the host computer 12a as 

10 representative of a source of a network packet and the servers 16a, 16b as representative of 

destinations of the network packet, which are members of an anycast group, the network packet 
can travel to either of the servers 16a, 16b in a variety of ways. However, the network packet 
will travel from the host computer 12a to a particular destination member of the anycast group 
of servers 16a, 16b along a path shorter than a different and longer path that the network packet 

1 5 travels to any other member of the anycast group of servers 1 6a, 1 6b. 

Referring now to FIG. 2, the format of an IPv6 unicast address specified in RFC 2372 is 
shown to include a variety of fields, each having a number of bits as shown, totaling 128 bits in 
accordance with IPv6 address length. From left to right, label FP is a format prefix (e.g., 001 

2 0 for unicast), label TLA ID is a top-level aggregation identifier, label RES identifies bits 

reserved for future use, label NLA ID is a next-level aggregation identifier, label SLA ID is a 
site-level aggregation identifier, and label Interface ID is an interface identifier corresponding to 
a physical address of a network entity, for example an Ethernet address of a host. 

25 As is known, the TLA ID, the NLA ID, and the SLA ID portions of the network address 

are each associated with routers at a different level of an address hierarchy. Routers at a high 
level of the hierarchy generally use the TLA ID for routing purposes, routers at a middle level 
of hierarchy generally use the NLA ID for routing purposes, and routers at the lowest level of 
hierarchy generally use the SLA ID for routing purposes. The network address classifications 

3 0 of TLA ID, NLA ID and SLA ID ease packet processing performed by routers corresponding to 
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their position within the hierarchy. For example, a TLA level router can process the TLA ID to 
establish a route, an NLA level router can process the NLA ID to establish a route, and an SLA 
level router can process the SLA ID to establish a route. Address allocations are also generated 
based on the hierarchy level. 

5 

As shown in FIG. 2, an anycast address in accordance with the present invention 
includes a most significant 64 bits having the same locations and the same functions as the 
unicast address described above. However, the three most significant bits of the anycast 
address, which are the prefix bits, FP, are assigned a different prefix number than the unicast 
1 0 address. For example, a prefix for the unicast address can be 001 and a prefix for the anycast 
address can be 010. 

As described above, for a unicast address, the least significant sixty-four bits of the 
network address, bits 0-63, are used to identify a physical address. However, for an anycast 

15 address, the least significant sixty-four bits can be assigned in the following way. The least 
significant thirty-two bits can be used as an anycast group identifier. However, in other 
embodiments, more than or fewer than thirty-two bits can be used. As described above in 
conjunction with FIG. 1, each member of a particular anycast group is assigned the same 
anycast address, including the same anycast group identifier. Anycast group members can be 

2 0 routers, servers, hosts, etc. 

Bits sixty-one through sixty-three are used as a scope identifier. However, in other 
embodiments, others of the bits can be used, and more than three bits or fewer than three bits 
can be used. The scope identifier allows restriction as to the visibility of anycast group 

2 5 members to other portions of the network. In one particular embodiment as shown, the anycast 

scope identifier has four options, identified as node local, link local, site local, and global. The 
node local identifier allows an anycast address assigned to an anycast group member to be seen 
only by network entities within a network node, (e.g., self-attached interfaces and logical 
interfaces). The node local identifier can be used, for example, to do self-check of a network 

3 0 node, which does not require external communication beyond the node. The link local 
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identifier allows a wider visibility, allowing an anycast address assigned to an anycast group 
member to be seen only by those network entities connected to the same link, (e.g., other peer 
nodes) to which the anycast group member is connected. In one particular embodiment, the 
packets with link local visibility are not visible beyond a particular router. The site local 
5 identifier allows a wider visibility, allowing packets to be transmitted within a self-contained 
border corresponding to a specific network site (e.g., the network site can be an organization's 
network such as an Intranet). The network site can be coupled to the Internet, however, in one 
particular embodiment, anycast packets having a site local identifier are not routed to the 
Internet. The global identifier allows a still wider visibility, allowing an anycast address 
1 0 assigned to an anycast group member to be seen by all network entities connected to any of the 
interconnected networks, e.g., the Internet. 

It should be appreciated that an anycast group can include any network nodes, for 
example, routers, and the routers can be at any one of the three levels of router hierarchy. 

1 5 Therefore, a group of anycast nodes, in addition to having an anycast group ID and a scope ID, 
at a high level of hierarchy have only a TLA ID, at a middle level of hierarchy have both a TLA 
ID and an SLA ID, and at a lowest level of hierarchy can have a TLA ID, an NLA ID, and an 
SLA ID. Each of the above is identified as an anycast address by way of the prefix, FP, but can 
otherwise be identical to a unicast address. The prefix, FP, plays an important role in 

2 0 distinguishing the anycast address from other address types. 

It will be seen in conjunction with FIG. 3, that the prefix, FP, can also be provided as 
"both," to identify that a particular network address is both a unicast address and an anycast 
address. 

25 

While, for the anycast address, particular selected ones of the sixty-four least significant 
bits of the network address are associated with the anycast scope identifier and with the anycast 
group identifier, it should be understood that, in other embodiments, other selected ones of the 
sixty-four least significant bits of the network address can be associated with the anycast scope 



identifier and with the anycast group identifier, including other numbers of bits and including 
other bit codings associated with the scope identifier. 

Referring now to FIG. 3, the most significant forty-eight bits of a network address 70 
5 are shown, which have the same function and bit location as the most significant forty-eight bits 
of the unicast and the anycast network addresses shown in conjunction with FIG. 2. Also 
shown is a hierarchical routing table structure associated with a router, having a 16-bit first trie- 
table 72, 8-bit second and third trie-tables 74, 76, respectively, a next hop table 78, and a 
metrics table 80. First, second, and third portions 70a, 70b, 70c of the network address 70, 

10 delineated by dark bars, are associated with the first, second, and third trie-tables 72, 74, 76, 
respectively. Each of the first, second, and third portions 70a, 70b, 70c of the network address 
70 are used to find, where one exists, an address match in a corresponding trie-table. An 
address match in the second or third trie tables 74, 76 results in entry into the next hop table 78, 
which specifies one or more output ports out of which the router is to send the network packet. 

15 If the network address 70 is an anycast address as identified by the prefix, FP, it may have more 
than one possible destination within a corresponding anycast group. However, the packet will 
be routed to the nearest destination, as further described below. If no address match is found in 
the second or third trie-tables 74, 76, then the router sends the network packet out of a port 
designated to be a default output port. 

20 

The metrics table 80 can specify possible performance metrics associated with each 
router port, and with each network entity to which the router port is coupled. For example, a 
cost value represents a link cost of the next route (e.g., a value associated with a bandwidth or a 
link delay associated with a link), a server load is a value corresponding to a percentage traffic 

2 5 load upon a network device, for example a server, to which a router port is coupled, and a 

router load is a value corresponding to a percentage traffic load upon the router port. 

From the metrics table 80, it should be apparent that an expected performance of each 
router port can be identified. In some cases, for example, at entry 78a of the next hop table 78, 

3 0 two ports, J an K, are identified as potential ports out of which a network packet can be sent. A 
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corresponding portion 80a of the metrics table 80 identifies that the two ports J and K have 
different expected performances at a particular time. For example, the port J is currently sixty 
percent loaded, while the router port K is currently twenty percent loaded. Also, the network 
device, for example a server, to which the port J is coupled is 100 percent loaded while the 
network device to which port K is coupled is zero percent loaded. Therefore, it would be 
expected that the network packet, if sent to port K, would propagate to the next router more 
quickly than if it were sent to the router port J. The decision of which port to select in the 
above example, J or K, can be made based selected ones of the possible metrics, e.g., the next 
link cost, the server load, and the router load. . 

It will become apparent in conjunction with FIG. 4, that metrics, for example metrics 
contained in the metrics table 80, can be used by the anycast addressing to identify a shortest 
path the eventual destination of a network packet. 

The prefix FP can identify the network address 70 as being a unicast address, an anycast 
address, or both a unicast and an anycast network address. In one exemplary embodiment, the 
network address 70 identifies a unicast address by a 001 prefix, an anycast address by a 010 
prefix, and a both address by a 01 1 prefix. Others of the eight possible prefixes associated with 
the three most significant bits can be reserved for future use. 

For an address that exists for both a unicast address and for an anycast address, by 
providing the "both" prefix, meaning that the address applies to both a unicast and an anycast 
address, the number of entries in the routing table for this address is reduced from two to one 
since they share same TLA ID, NLA ID, and SLA ID (and RES bits). Therefore, it should be 
recognized that by having the 'both' prefix, the routing tables, i.e., the first, second, and third 
trie-tables 72, 74, 76 can be substantially reduced in size by eliminating the need to have 
separate entries in the routing table for the unicast and for the anycast addresses. It will, 
however, be recognized that the address 70 is shown for convenience including only the FP, 
TLA, RES, and NLA address bits (forty-eight bits), but the address 70 can also include the SLA 
address bits (FIG. 2) for a total of sixty four bits. 



While the number of entries in the trie-tables 72, 74, 76 may be reduced as described 
above, the number of entries in the next hop table 78 may be increased, since the next hop table 
78 can include next hop information for both unicast and anycast addresses. 

5 

While three trie-tables 72, 74, 76 are shown, it should be understood that the network 
address 70 can be partitioned in other ways corresponding to fewer than three or more than 
three trie-tables. Also, while the prefix bits, FP, are shown to have particular bit codings, in 
other embodiments, other codings can be used within the eight possible codings corresponding 
10 to the three prefix bits, FP. Also, in other embodiments, more than three or fewer than three 
prefix bits, but at least two prefix bits, can be used. While three particular metrics have been 
shown and described in conjunction with the metrics table 80, in other embodiments, more than 
three or fewer than three metrics (including no metrics) can be provided in the metrics table 80. 

15 Referring now to FIG. 4 a process 100 for routing a network packet begins at step 102, 

where the network packet is received. At step 104, the prefix bits, which can be the prefix bits, 
FP, of FIGS. 2 and 3 are decoded. 

In step 106, a destination network address portion of the network packet received at step 
20 102 is matched with routing tables and a next hop table, for example the first, second and third 
trie-tables 72, 74, 76 and the next hop table 78 of FIG. 3, in order to identify a matching address 
and an associated one or more output ports associated with a router, out of which the network 
address can be sent. 

25 At step 108, if a route is identified at step 106 along with the one or more ports, the 

process continues at step 110, where, if the prefix bits decoded at step 104 indicate that the 
network address is an anycast address, the process continues to step 112. At step 1 12, if more 
than one port is identified in conjunction with the identified route at step -1 08, port metrics are 
examined. For example, the port metrics shown in the metrics table 80 of FIG. 3 are examined. 

3 0 At step 1 1 4, a port is selected from among the more than one port based upon the port metrics 

11 



examined at step 112. At step 1 16, the network packet is sent out of the router port identified at 
step 114. 

At step 1 1 0, if the received network address is not an anycast network address, the 
5 process continues at step 118, where, if the prefix bits decoded at step 104 indicate the network 
address is a unicast address, the process continues to step 120 where an output port is identified. 
At step 122, the network packet is sent out of a router port identified at step 120. 

If, at step 108, if no route is found in the routing tables, the process continues to step 
10 1 24. At step 1 24, the network packet is sent out of a predetermined default router port. . 

Referring now to FIG. 5, a process for adding a route to a routing table begins at step 
152, where the network packet is received. At step 154, the prefix bits, which can be the prefix 
bits, FP, of FIGS. 2 and 3 are decoded to determine if the address is an anycast address, a 
1 5 unicast address, or both an anycast and a unicast address. 

In step 1 56, a source network address portion of the network packet received at step 1 52 
is matched with existing routing tables, for example the first, second and third trie-tables 72, 
74, 76, of FIG. 3 to identify a matching address and an associated output port associated with a 
2 0 router. 

At step 158, if a route is identified at step 156, the process continues at step 160, where, 
if the prefix bits decoded at step 154 indicate the network address is an anycast address and if 
the matching address corresponds to a unicast address, the process continues to step 162. At 
25 step 162, prefix bits associated with the matching address stored in the routing tables are 
changed to indicate "both" as described above in conjunction with FIG. 3. In this way, the 
matching address does not need to be stored twice in the routing tables, once as a unicast 
address, and once as an anycast address. 
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If at step 160, the received network address is not an anycast address, the process 
continues at step 164 where, if the received network address is instead a unicast address and the 
matching address is an anycast address, then the process continues to step 166. At step 166, 
prefix bits associated with the matching address stored in the routing tables are changed to 
indicate "both" as described above. 

If, at step 158, no route is identified in association with a matching address, then the 
process proceeds to step 168, where a source address portion of the network packet is examined 
to determine if a new entry can be made in the routing tables indicating a new route. If a new 
route is appropriate, it is added to the routing tables. 

Having described preferred embodiments of the invention it will now become apparent 
to those of ordinary skill in the art that other embodiments incorporating these concepts may be 
used. Additionally, the software included as part of the invention may be embodied in a 
computer program product that includes a computer useable medium. For example, such a 
computer usable medium can include a readable memory device, such as a hard drive device, a 
CD-ROM, a DVD-ROM, or a computer diskette, having computer readable program code 
segments stored thereon. The computer readable medium can also include a communications 
link, either optical, wired, or wireless, having program code segments carried thereon as digital 
or analog signals. Accordingly, it is submitted that that the invention should not be limited to 
the described embodiments but rather should be limited only by the spirit and scope of the 
appended claims. All publications and references cited herein are expressly incorporated herein 
by reference in their entirety. 

What is claimed is: 



13 



